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Debugging techniques
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“istioctl proxy-status” and “istioctl 
analyze”
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Access logs

• Telemetry API

• Enable access logs on a per-workload basis

• Access logs start at the Listener

• If the port and protocol don’t match there may not be a 

log!

• PassthroughCluster beware!

https://istio.io/latest/docs/reference/config/telemetry/
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Engarde                           |                  Engarde-Viewer

github.com/nitishm/engarde
github.com/GregHanson/engarde-viewer

https://github.com/nitishm/engarde
https://github.com/GregHanson/engarde-viewer
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istioctl proxy-config

• istioctl pc listeners 
• Port
• Protocol
• SNI values

• istioctl pc routes
• Hostnames
• Path based routing

• istioctl pc clusters
• TLS settings

• istioctl pc secrets
• Custom certs 

• Embrace “-o json”
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envoyctl and envoyui  

• https://github.com/djannot/envoyctl
• CLI tool for debugging Envoy

• https://envoyui.solo.io
• View your config dumps with ease

https://github.com/djannot/envoyctl
https://envoyui.solo.io
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Common mistakes
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protocol: TCP

apiVersion: networking.istio.io/v1alpha3
kind: ServiceEntry
metadata:

name: my-se
spec:

hosts:
- this.hostname.does.not.matter
addresses: # these actually matter
- 1.2.3.4
ports:
- number: 443

name: tcp
protocol: TCP
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Where did my hosts go?

apiVersion: networking.istio.io/v1alpha3
kind: Sidecar
metadata:

name: default
namespace: istio-config

spec:
egress:
- hosts:

- "./*"
- "istio-system/*"
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Double encryption

kind: ServiceEntry
metadata:

name: my-se
spec:

hosts:
- my.secure.hostname
ports:
- number: 443

name: tls
protocol: TLS

resolution: DNS

kind: Gateway
metadata:

name: istio-egressgateway
spec:

selector:
istio: egressgateway

servers:
- port:

number: 443
name: tls
protocol: TLS

hosts:
- my.secure.hostname
tls:

mode: ISTIO_MUTUAL

kind: DestinationRule
metadata:

name: egressgateway-for-cnn
spec:

host: egress.gateway.fqdn
trafficPolicy:

tls:
mode: ISTIO_MUTUAL
sni: edition.cnn.com
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Thank you!
• https://istio.io/latest/docs/reference/config/telemetry/

• https://github.com/nitishm/engarde

• https://github.com/GregHanson/engarde-viewer

• https://github.com/djannot/envoyctl

• https://envoyui.solo.io

• @gihanson on Istio Slack

https://mysite.comhttps://istio.io/latest/docs/reference/config/telemetry/
https://github.com/nitishm/engarde
https://github.com/GregHanson/engarde-viewer
https://github.com/djannot/envoyctl
https://envoyui.solo.io

