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VM works on Istio!
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Why Add VMs to the Mesh?

Q

= Why Service Mesh?
More services = more complexity
Need consistent policy enforcement
Need consistent metrics aggregation
Traffic management
. Load balancing for VMs, failover, A/B testing, modern rollouts for VM services
Security
. Enforce the same policies in the same way, across compute environments
Observability
. See VM metrics alongside containers
Extensibility

Q

Q
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Why Should Istio Support VMs

=  Jeéfs<«E®O<
Technical reasons

-

Better known security controls
Better isolation (of resources, fault domains etc.)

Compatibility (non - Linux, unikernels )
Business reasons

Legacy applications
Deterministic workloads with strong requirements
For Istio
What is Istio? A service mesh. But more: an open service platform!

I\/Iore_use cases!
: AuOdlj’ ~¢doT " .

-
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Emerging Use Cases

) Q

Telco & Edge Computing Artifical Intelligence

00

Block Chain
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Next-gen Financial Services

N,

AR/VR



Legacy Scenarios

4

Stateful applications
Data store
Legacy software
Financial services
Enterprise/Workshop
applications
. Hard to lift and shift
Packaged software
Non- Linux
unikernels
Domain specific workloads
Network Functions (NFV)

4

-

-
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Hybrid and Multi Clouds

a Private

Multi-Cloud

@ Public
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Istio VM Integration is?
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‘ VM Integration '
Beta .

V0.2 AN V1.6-18 V18
Workload Entry / Workload Group | Smart DNS |

‘ Mesh Expansion | ‘ Service Entry |
Added Security Proxying |
Auto Registration
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V0.2 Mesh Expansion

Prerequisites

IP connectivity to the endpoints in the mesh
Istio control plane services (Pilot, Mixer, CA)
accessible from the VMs

(optional) Kubernetes DNS server accessible
from the VMs

-

-

Onboard steps

Setup Internal Load Balancers (ILBs) for
Kube DNS, Pilot, Mixer and CA

Generate configs for VMs, incl.

“cluster.env °, DNS config, Istio authN
secrets etc.

Setup dnsmasq , Istio components in the VM
and verify functionality

Configure sidecar interception; restart Istio
and manually register the services running

-

-
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- Namespace: vm
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V0.2 Mesh Expansion (cont.)

- Namespace: vm

Traffic flow (VM -> Container) VM

1. Dnsmasqg accepts DNS queries dnsmasq
2. Access the built -in Kube DNS (exposed by

ILB)
3. Obtain the Cluster IP resolved °

1. Manual registration

1
4
—>
4. Traffic intercepted by the sidecar proxy ’ -
5. xDS L
Service m m
Traffic forwarded to ingress in the
]| |E=d| |E=O
mesh I ]
Traffic flow (Container  -> VM) ‘\
6

istioctl -n onprem register mysql 1.2.3.4 3306
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V1.1 Introducing Service Entry

Service Entry v.s. Service v.s. Endpoints

Service Entry Service + Endpoints

An entry that Istio maintains internally
Describing the properties of a service,
internal/external to the mesh

* DNS name
VIPs, ports, protocols

Endpoints
After adding, sending traffic to the service as if it
was a service in your mesh

Traffic redirect and forward
Retry, timeout, fault injection, mtls policies

VM service, multicluster Istio mesh support
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Usually for internal traffic
ExternalName

Service < -> DNS name
External IPs



V1.1ServiceEntry

Mesh traffic Service Entry * . 1
apiVersion: networking.istio.io/vibetal
kind: ServiceEntry
metadata:
name: external-svc-mongocluster
spec:
hosts:
1 1 - mymongodb.somedomain # not used
apiVersion: networking.istio.io/vibeta1 addresses: apiVersion: networking.istio.io/vibetal
kind: ServiceEntry -192.192.192.192/24 # VIPs k'p ; wne g-1stio.
. ind: DestinationRule
metadata: ports.b - 27018 metadata:
S:gg\ei external-svc-https :;Jrnr: e:er; ongodb nan'.\e: mtls-mongocluster
hosts: protocol: MONGO Sﬁec" .
host . location: MESH_INTERNAL ost. mymongodb.somedomain
api.dropboxapi.com I trafficPolicy:
- www.googleapis.com resolut’lon. STATIC ts:
- apifacebook.com engzomts.: 20292 n;uode: MUTUAL
location: MESH_EXTERNAL i g d d:z::: 3'3'3'3 clientCertificate: /etc/certs/myclientcert.pem
ports: — privateKey: /etc/certs/client_private_keypem
- number: 443 caCertificates: /etc/certs/rootcacerts.pem
name: https
= protocol: TLS
1 resolution: DNS




V1.6- 1.8 Better VM Workload Abstraction

K8S
Service

selects

-
Pod

A K8s Service and Pods
Two separate object with
distinct lifecycles
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Istio Service Entry

Endpoints:
,-___\
\ VM1IP )
[ SSg—
,-———

~
\ VM2IP

- s -

Before Workload Entry, a single Istio Service Entry
object combined the lifecycles of both the service
and the workloads implementing_it, w/fo giving a
first - class representation-for the werkloads
themselves



V1.6- 1.8 Better VM Workload Abstraction

Item

Basic schedule
unit

Component

Service registry
and discovery
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Kubernetes
Pod
Deployment

Service

Mesh traffic Service Entry ServiceEntry
selector:
Virtual Machine app: foo
WorkloadEntry
WorkloadGroup
ServiceEntry
Pods VMs
K8s Pods Istio Workload Entries
labels: labels;
app: foo app: foo ‘\
class:pod class: vm



V1.6- 1.8 Better VM Workload Abstraction

Workload Entry ®  Workload Group
. single non - Kubernetes . acollection of non -K8s workloads
workload . metadata and identity for bootstrap

MTLS using service account
work with an Istio  ServiceEntry

mimic the sidecar proxy injection
automate VM registration
health/ readiness check
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V1.7 VM Support with Added Security

Secure bootstrapping process
Automate provisioning a VM's mesh identity (certificate)

based on a platform - specific identity
w/o a platform - specific identity

using a short -lived K8s service account token
Automatic certificate rotation
ETIjUbTs VAU~ Ap~sf o« a EbAsBdworkieadss Ts ¢ O« pAE« E®
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V1.8 VM Auto Registration

®  Experimental WorkloadGroup
®  Auto - scaling
~ _ creates
Automatically add a  WorkloadEntry for a
VM instance that connects with a valid
) ) WorkloadEntry WorkloadEntry
identity token
-~ Allwe havetodo is \ oners endpoints
. specify anew WorkloadGroup with a
template (to create  WorkloadEntry ) ServiceEntry
. create a ServiceEntry (to select specific
workloads)
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What Else Did Not Solve?

VM access to K8s services
needs convoluted workarounds
exposes security risks
External TCP services without VIPs
no way to distinguish traffic listening on the same port
workaround: ‘resolution: NONE"

Resolving DNS for services in remote clusters
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Role of DNS in Istio, Today

1. DNS query
httpbin.ns1.svc.cl

2. DNS response

- Kubernetes Cluster

- Pod

=P UDP Traffic

=P TCP Traffic
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GET /statys/200
hsFr.IocaI ? -
B http req to 172.16.1.3 172.16.1.3
1U.4. GET /status/200
httpbin.ns1.svc.cluster.local
Kube-dns SVC IP: 10.4.4.4
| |
| |
| |
| | . .
. Recursive queries
\ 4
Corp DNS



DNS Issues on VMs accessing K8s SVCs

- Virtual Machine

Corp DNS

1. DNS query for
httpbin.ns1.svc.cluster.local

2. DNS response “ no such host

#IstioCon

- Kubernetes Cluster

Kube-dns

172.16.1.2

172.16.1.3

httpbin.ns1.svc.cluster.local

SVCIP:10.4.4.4




Mesh traffic

DNS Issues on ext-TCP SVCs without VIPs

ﬂ Service Entry

apiVersion: networking.istio.io/vialpha3
kind: ServiceEntry
metadata:
name: db1
namespace: nsi
spec:
hosts:
- mysqgl-instancel.us-east-1.rds.amazonaws.com
ports:
- name: mysq|
number: 3306
protocol: TCP
resolution: DNS

»

apiVersion: networking.istio.io/vlalpha3
kind: ServiceEntry
metadata:
name: db2
namespace: nsi
spec:
hosts:
- mysql-instance2.us-east-1.rds.amazonaws.com
ports:
- name: mysq|
number: 3306
protocol: TCP
resolution: DNS




Smart DNS Proxying

- Pod/VM

1. DNS query
httpbin.ns1.syc.cluster.local

2. Cached DINS response
10.4.4.4 (—

\ &
sidecar

http req to
GET /statu

4.4.4
200

DNS queries to the system
configured name servers. Envoy

bAQO-uUAs+dOQ-sfo-TRQUs I O~A>éxzTzrtQ"
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http req to 172.16.1.3

GET /status/200

wlp UDP Traffic
=g TCP Traffic

172.16.11

172.161.2

1721613

httpbin.ns1.svc.cluster.local
SVCHP:10.4.4.4

A
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V1.8 Smart DNS Proxy: A Step Further

Taking control of DNS!
VMs to Kubernetes integration
Reduced load on your DNS servers w/ faster resolution
Automatic VIP allocation where possible
Multicluster DNS lookup
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V1.9 VM Integration, Beta!

4

-

o
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DNS_AUTO_ALLOCATE

Decoupled from DNS_CAPTURE

Documents available

Virtual Machine Installation to get started.

Virtual Machine Architecture to learn about the high level architecture of
00sUVA] O« bUEsqdTlj~-0TzfOUQ~VUSQRETsUVAU"
Debugging Virtual Machines  to learn more about troubleshooting issues with
virtual machines.

Bookinfo with a Virtual Machine  to learn more about connecting virtual
machine workloads to Kubernetes workloads.



https://istio.io/latest/docs/setup/install/virtual-machine/
https://istio.io/latest/docs/ops/deployment/vm-architecture/
https://istio.io/latest/docs/ops/diagnostic-tools/virtual-machines/
https://istio.io/latest/docs/examples/virtual-machines/

VM Support ¥ Single Network
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